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Key Node Identification of Power Cyber-physical System Considering Energy Flow and

Information Flow

LI Xizhe', XIN Peizhe?, JIANG Jing’
(1. College of Electrical and New Energy, China Three Gorges University, Hubei Yichang 443002, China; 2. State Grid
Economic and Technological Research Institute Co., Ltd., Beijing 102200, China)

Abstract: With the wide application of information and communication technology in power systems, the traditional power grid is
transformed from only analyzing the physical system or the information space itself to the cyber-physical power system (CPPS)under the
new power system. Based on the complex network theory, this paper proposes an identification method of key power nodes and
information nodes by simulating the interaction between energy flow and information flow under cascading failures. Firstly, according to
the coupling relationship between energy flow and information flow in CPPS, combined with the evolution process of cascading failures
between power flow and information network delay changes, the interdependent network model of CPPS primary and secondary systems
is constructed. Then, on this basis, the key node indexes of power network and information network are established and the key
cyber-physical important nodes are identified. Finally, the effectiveness of the model and method is tested by an example simulation
method to determine whether the method is feasible in practice.

Key words: cyber physical power system; energy flow; information flow; passive fault; key node identification
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Table 1 Power-information node importance ranking

e e e e ey L

1 16 1.000 21 10 0.455
2 4 0.790 22 18 0.430
3 12 0.789 23 31 0.410
4 26 0.740 24 7 0.400
5 3 0.730 25 9 0.350
6 11 0.728 26 1 0.320
7 15 0.700 27 24 0.280
8 5 0.680 28 28 0.250
9 19 0.678 29 32 0.220
10 33 0.640 30 29 0.210
11 14 0.630 31 39 0.190
12 13 0.627 32 27 0.158
13 36 0.620 33 20 0.137
14 38 0.580 34 30 0.135
15 37 0.557 35 21 0.130
16 6 0.550 36 35 0.128
17 17 0.540 37 34 0.125
18 2 0.520 38 23 0.120
19 25 0.480 39 8 0.115
20 22 0.458
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Fig. 5 Benchmark IEEE-39CPPS evaluation index
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